
Cloud Protection
Rever services are hosted by Amazon Web Services, a Virtual Private 
Cloud. AWS ensures continual service, availability, and access to Rever in 
addition to native security measures that protect against external threats.

Firewall
Rever resides behind a Web Application Firewall to provide continuous real 
time protection against attackers seeking to obtain secured data.

Network
All communications are secured through HTTPS using at least TLS 1.1.
Data is encrypted both in transit and at rest. Access to core services is 
available only through secure VPN connections which are constantly 
monitored and logged.

Communication
All access to Rever services is logged and registered in alternate systems. 
Alerts are generated for all unusual and suspicious activity within the 
application. Access to core services is restricted and can only be 
accessed upon request.

Backup Procedures
All Rever databases are backed up on a daily basis and strictly maintained 
for 30 days. Any backup data older than 30 days is automatically removed 
on an ongoing basis. Customers may request their backup data to be deleted 
at any time.
Access to backup databases are protected by the highest security standard. 
Access is restricted and monitored diligently.
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Rever is committed to the highest level of security when it comes to our customer’s data, users, 
and activity. We provide security against unauthorized access in the following areas:

Perimeter Security - Protecting access to Rever.
Application Security - Controlling information within Rever.
User Data Compliance - Maintaining control of Rever user identities. 

Perimeter Security



Hardening
Penetration Tests and Vulnerability Assessments are conducted regularly to 
ensure Rever continues to maintain the highest standard of security against 
unauthorized access. Security measures are regularly updated.

Change Management
All changes to the Rever application go through a strict deployment process to 
ensure quality and security are never compromised when new code is 
deployed. Actual deployment of new code features and updates are done 
through an automated process to minimize errors. If any potential security 
threats within the update are detected, the process is halted.

Audit Logs
Rever maintains records of all access, activity, and transactions in a separate 
and isolated system from the Rever application. These records are kept for 
compliance and auditing purposes and can be requested at any time by the 
customers.

Sensitive Data
All information related to ideas is securely stored within Rever, and not on any 
smartphones, tablet, or other local devices. This includes pictures, drawings, 
text, and any other information related to ideas created in Rever. Only the 
application and authorized personnel have access to this information. Rever 
customer data is segregated into individual silos to prevent access to sensitive 
information.

User Data
We collect minimal end user data for the sole purpose of enabling features within Rever. This 
information includes their name, picture, e-mail address, phone number, and birth date. This 
data is kept only within Rever and never shared unless specifically requested by the customer.

Providers
All Rever partners and service providers meet the highest security guidelines. These guidelines 
include ISO 27001 certifications and GDPR compliance. These guidelines are reviewed and 
updated on and ongoing basis. Please refer to: https://aws.amazon.com/security/

Policy
Rever policies are created and regularly updated to comply to the highest security and privacy 
standards. Backed by Privacy Shield, our privacy policy can be found on the Rever Website
and is under constant review. Please refer to: https://reverscore.com/privacy-policy/
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Application Security

User Data and Compliance


